At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Remember to ask your trusted adult for help
and always use child friendly search engines
so that the information you get back is safe. g~
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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DNESS ONLINE

Last year, around one in five young people aged 10-15 in England and Wales admitted experiencing online bullying: most
commonly being insulted or sworn at, or having hurtful messages sent about them. To someone who’s being bullied, the
world can seem like a bleak, negative place — but just one kind word can be a ray of hope: a turning point that brightens their
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PRAISE WHERE IT'S DUE

Sometimes a friend or relative might post
online about something they’re proud to &
have achieved: maybe an exam they’ve
passed, a new skill they’'ve learned or a
task they’ve completed. Celebrate their
hard work and determination by being

kind enough to praise them for it publicly.

REACH OUT (2)

It's not always easy to tell what kind of
mood someone is in just from what they
post online. Simply dropping somebody a
message to say ‘hi’, to ask if they're OK _
or to tell them that you’'re thinking of

([ ]
them could totally make their day. “‘“.

RECOMMEND FUNTHINGS (&)

If there’s something you enjoy doing online

- perhaps you play a particular game, or
you've found a really cool site — share it

with someone you think will enjoy it. Even
recommending a film or TV show you think
they’ll like can bring a little happiness to
someone who really needs it. + = o%

OFFER TO HELP O

Sometimes you might see a friend or
family member posting a question
online or asking for help with
something they can’t do ‘
themselves. Don't just ignore it - = <
if you can help, get in touch.
Something that’s difficult for them
might be no trouble for you!

POST POSITIVELY

Lots of people seem to go online purely to
complain about things or be negative. Just
because you’'re communicating online
(and not face to face) doesn’t mean you
can't be positive, though! Post about
things that make you happy and that
you're thankful for. It could brighten
someone else’s day.

Meet Qur Expert

Carly Page is an experienced technology journalist with more
than 10 years of experience in the industry. Previously the editor
of tech tabloid The Inquirer, Carly is now a freelance technology
journalist, editor and consultant.

day and refreshes their perspective. That’s why ‘One Kind Word' is the theme of Anti-Bullying Week 2021. We're supporting
this year’s event by bringing you ten top tips for beating online bullying by replacing it with kindness.

|
If somebody that you know has done
something positive or shown kindness -
themselves, go online and thank them /=
with a message or a post. Expressing.
your gratitude costs nothing and <

showing someone that you appreciate
them will really make them feel good.

Showing empathy towards others is an
act of online kindness which often gets
overlooked. If you notice that someone
you know is upset, drop them a message.
Sometimes people just need someone
else to listen to them and understand

their situation. ,’

SHARE INSPIRATIONAL POSTS

When you see something online that
inspires you or makes you feel happy,
share it with people you know. A spot-on
quotation, a beautiful photo or an uplifting
video can lift someone’s spirits and help
them to feel better about life.

©)) THINK BEFORE COMMENTING

Thinking before we act can be just as
important as acting in the first place.
Taking a second to consider what you're
saying in advance could stop you from
posting something negative, hurtful or
offensive — even if you don’t mean to.
It's better to post positively or not
post at all.
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‘ (D) LIKE, LOVE AND ENGAGE

If somebody posts something that you like
on social media, don’t just scroll past -
take the time to like it, love it or leave an
appreciative comment! Reacting

positively to other people’s posts ¢,

might seem like a small gesture

but could mean a lot to them. 59
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from
photos and videos to status updates and comments. The feature is widely used on several social media
platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the
success of their social media post and gauge opinion. However, it can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.

DAMAGING TO SELF-ESTEEM

Your child may use likes to measure their
own self-worth, with more likes instilling a
greater level of confidence and acceptance
amongst their friends and peers. However,
children who only receive a small number
may in turn feel a sense of rejection or
isolation and could potentially suffer from
low self-esteem issues, impacting them in
other aspects of their life such as at school
or in social settings.

UNREAL VIEW OF THE WORLD

Your child may follow celebrities or
other popular individuals on social
media who receive millions of likes.
Not everything on social mediais a
true reflection of the world and your
child may feel pressured into
behaving in a similar way in real life or
posting similar material in order to
feel popular and achieve a similar
level of self-worth.
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AN ADDICTIVE FEATURE

Like features encourage children to stay
online for longer. In doing so, your child is
likely to engage with app’s for longer
periods than they otherwise would have
wanted, checking their phone more
frequently, including at night when they
should be asleep. This could contribute
towards screen addiction which can cause
sleep deprivation and consequently a lack of
focus during the next day at school.

COMPETITIVE CULTURE

Children will often compare the number
of likes they receive for their post
against their friends or followers,
possibly evoking emotions of jealously
or resentment. In a bid to increase their
own status and receive more likes, this
could lead to a competitive culture in
which children try to better one another,
potentially leading to them engaging in
more and more riskier activities.

Pete Badh is a writer with over 10+ years in research and
analysis. Working within a specialist area for West
Yorkshire Police, Pete has contributed work which has
been pivotal in successfully winning high profile cases in
court as well as writing as a subject matter expert for
industry handbooks.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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WHAT ARE
THE RISKS?

EASYLOCATON ‘&

BeReal’s default setting is to share

the exact location of where a post

was sent from. Given that images

are usually shared within the

g two-minute window, anyone your child is
friends with on the upf) will know exactly

where they are (or at least, where they

were two minutes earlier). As we've

noted, this could include strangers who

are intending to use this geographical

information for malicious purposes.

=Y W
VISIBLE PERSONAL DATA

As with any other form of social
mediaq, it's important that your
child doesn’t share too much
personal information on their
profile. BeReal allows for a photo, full
name, approximate location and a short
bio. It's safest to make sure that your
child’s profile doesn’t display anything
which could identifn where they go to
school or exactly where they live.
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"REPUTATIONAL DAMAGE §

What your child says and does \ @,
online - their digital footprint — shapes
the way that other people see them. It’s
essential that young people understand
that when they post something online, they
are giving the app in question the right to
do whatever they wish with that image or
content, including sharing it elsewhere.
This form of permission is explicitly
referenced in BeReal's terms of use.

CONTINUOUS NOTIFICATIONS

Like any social media app,

BeReal’s developers want users

to be on it regularly and scrolling for ’
long periods. BeReal only sends one “g

notification to post a picture each day,

but there are other alerts for events

such as mentions, comments, friend

requests and reactions to your photo.

This can cause young users to feel

pressure to open the app and respond,

distracting them from other activities. "
CONNECTING WITH STRANGERS

When someone signs up to BeReal, it
highlights anyone in their phone’s Vv
contacts list who already has the app -

so users can connect with friends, or

invite others from their contacts. The "
‘Discovery’ feed, meanwhile, shows
posts from strangers and gives users the
option to add them as friends, too. This
means your child could potentially
connect with - and communicate with -
a stranger.

PUBLIC SHARING

As well as sharing posts with
friends in the moment, the app also
allows posts to be shared publicly \
and public content to be viewed. Before |
a user can see this public content, they |
must post their own photo first. ‘
Unfortunately, there currently seems to
be a lack of moderation on the content
that’s being uploaded, so a young user
could be exposed to posts which aren’t
suitable for their age.

|/> Advice ¢

LIMIT NOTIFICATIONS KEEP IT AMONG FRIENDS

BeReal offers the option to turn off individual types of notification. / \‘\; Remind your child why adding strangers to their contacts
ild

-

~

Doing this will significantly reduce the number of times your ch isn't a good idea, and advise them to decline anx friend requests
is tempted to open the app by incoming comments, uploads, friend from peoIi)Ie they don’t know in real life. If something your child sees
requests and so on. Ironically, it will allow them to actually ‘be real’ by on BeReal makes them feel uncomfortable, they can report it by clicking
being present in the moment and their current environment as opposed to on the three dots in the top right. The reporting tool allows them to state
being engrossed on social media. the reason that they’re flagging up the post.
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CREATE A SAFE PROFILE

Remind your child to use an avatar as their profile pic (as opposed
toa ;I?‘hoto of themselves) and use a nickname or just their first name,
not their full name. Any information they add to their bio (which is
optional) should be kept vague, and personal details should remain
private. It's also worth turning off the ?eolocation feature either through
| the device’'s settings or in BeReal itself.
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STOP AND THINK

BeReal’s goal is for users to be authentic with friends, removing
the pressure of that flawless photo or perfectly worded post. It's
still vital, though, that children stop and think rather than uploading
something risky just to meet the two-minute deadline. Point out to them
what kind of information strangers could extract from an image: school

crests, street names or local landmarks, for example.
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.

Sources: https://bereal/en/privacy | https://bereal/en/terms

https//berealoppnotion site/FAQ-BeReal-English-2d1d59a4168c4524bed0a40b04de892a | https://www.commonsensemedic.org/app-reviews/bereal
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

| What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.
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RENIEW SAFETY SETTINGS EXPLAIN AGE FILTERING

While Discord requires users to be at least

13 to sign up, many servers geared towards
older users are flagged as NSFW (not safe for
work), which indicates they probably contain

Discord has a series of safety settings,
enabling users to choose who can direct
message them or send them friend requests.
Your child’s experience on Discord will be much

" safer if the app’s privacy and safety settings are material that’s inappropriate for children. It can
configured to only allow messages or friend be easy to click through settings without properl
requests from server members. This will minimise reviewm? them, so ensure your child understands
the chances of potential predators from outside why age filtering is important and that it’'s there to
the group contacting them. protect them.

MONITOR ONLINE ACTINITY

It's wise to regularly review your child’s activity

on Discord. This can include checking their

safet?l settings to ensure they’re correctly

enabled, talking about which servers —

they’ve joined and reviewing some of their /4
v/

DISCUSS GOOD ONLINE BEHAVIOUR

The anonymity offered by the internet often

leads people to communicate more openly
online and behave differently than they o
would at school or home. It’s crucial to bear

in mind, though, that every internet user is

still a real person. Talk to your child about

the severe and lasting consequences that
cyberbullying or exchanging inappropriate

material online can have in the real world.

friends and direct messages. Ask if
anything has made them feel
uncomfortable or unsafe. Things can
change quickly online, so plan routine
check-ins and follow up frequently.

Meet Ou}* Expert

Coral Cripps is a Canadian-born, London-based tech
journalist at gmw3.com: a website specialising in all things
Web3, gaming and XR (extended reality). With a focus on
brands and culture, she researches and writes about the
ways that our currentinnovations — including the metaverse
and Web3 — are impacting people, places and things.

Sources: https://www.defendyoungminds.com/post/dangers-of-discord-6-steps-safeguarding-teens-on-popular-chat-app | https;//supportdiscord.com .
https://endsexuqIexploitotion.org/cgrticles/discord—is—o—ha%en—for—gomers—cnd—sexucl—%xploiters/ | https://kotaku.com/discord-deleted-thousands-of-violent-extremist-and=crin-1846623284

In the privacy and safety settings,

Discord users are offered the ability to
filter direct messaqﬁes for inaé)gropriqte
content: a setting that should be enabled
if your child uses the platform. Discord
qutomaticallx tries to flag images that are
explicit, but the setting must be manually
enabled for text. If a young user is sent explicit
content in a direct message, Discord will scan
and (if necessary) delete it.

HAVE CANDID CONVERSATIONS

It can sometimes be awkward to discuss

topics like grooming, ﬁornography, racism

or explicit content with your child - but it's
important to ensure they’re aware of the

harms these things can pose. Talking openly
about these subjects is a great way to help your
child feel more comfortable about coming to
you if they experience an unwanted encounter
on Discord (or anywhere else online).
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